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Abstract. Model checking is a powerful automated reasoning technique
for verifying hardware designs, ensuring that they function correctly be-
fore deployment. However, modern model checkers are complex software
systems with hundreds of thousands of lines of code, making them prone
to errors. To increase confidence in verification results, recent efforts
in hardware verification focus on requiring model checkers to produce
machine-checkable proofs according to a standardized format that can
be independently validated. Yet, implementing proof generation across
different verification algorithms presents a unique challenge. In hard-
ware model checking, constraints play an essential role, as they encode
assumptions about the environment and help simplify analysis. This
paper addresses the challenge by developing a certification approach
that ensures verification results remain trustworthy when constraints are
present. We introduce certificate generation methods for three classes of
constraints that can be extracted from the models. Furthermore, to sup-
port a broader range of constraints and more complex reset logic for
industrial use, we also provide alternative Quantified Boolean Formula
checks in the proof format with a single quantifier alternation. Lastly,
we present a certificate generation method for k-induction with unique-
ness constraints, an important model checking technique. We implement
these in a certification toolkit, and provide empirical evaluation on com-
petition benchmarks, demonstrating their effectiveness.

1 Introduction

Model checking is a widely used technique in hardware verification to ensure
that hardware designs, such as processors or embedded circuits, operate correctly
before they are manufactured. This automated process checks whether a design
in the form of a gate-level netlist satisfies specific requirements by exploring all
possible executions of the system. However, the automated reasoning tools that
perform model checking, i.e., the model checkers, are complex, often consisting
of hundreds of thousands of lines of code. This complexity introduces the risk of
errors within the tools themselves, raising questions about the reliability of their
results. To address this, recent developments in hardware verification emphasize
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Fig.1: An overview of the model checking certification process (left), and the
certification flow when preprocessing is employed in a model checker (right).

the generation of certificates, which are formal proofs that can be independently
verified by another program to confirm the verdicts [1-5].

As in most industrial verification languages [6, 7], following the assume-
guarantee methodology [8], an essential feature of hardware model checking is
the use of constraints, which represent assumptions about the environment in
which the hardware operates. These assumptions simplify the verification task,
improve computational efficiency, and allow model checking to tackle more com-
plex designs. The AIGER format [9], a standard in hardware model checking
competitions (HWMCCs) [10], explicitly incorporates constraints as part of its
design description language. In the latest iteration, HWMCC’24, certification
became mandatory [11], where all participating model checkers had to produce
a machine-checkable certificate when confirming a design’s correctness. The ver-
ification pipeline is illustrated in Fig. 1.

The certificate format [11], in the form of a witness circuit, relies on five sim-
ple satisfiability (SAT) checks and a polynomial-time check for reset function
acyclicity (called stratification [12]). This approach is efficient and compatible
with most bit-level model checking algorithms. However, challenges arise when
designs include complex reset logic, such as cyclic dependencies, which compli-
cates certificate generation but are common in industrial practice [13-15]. To
overcome this, we propose alternative checks using Quantified Boolean Formula
(QBF) in the same format that are less restrictive. This relaxed format is easily
adapted by the certificate checker CERTIFAIGER used in the HWMCC’24, and
offers more flexibility for model checker developers while maintaining trust in
the results.

Since commercial designs often require hundreds of constraints to accurately
model their environments, verification tools must go beyond the explicit con-
straints provided in the design description. Hidden constraints can often be in-
ferred from the model itself [16,17]. In fact, such constraint extraction is also
implemented in the state-of-the-art model checker ABC [18], as documented
in its official manual. Complementary efforts have also focused on the efficient
synthesis of such constraints [19,20]. These constraints, identified through pre-
processing, refine the verification problem by focusing only on parts of system
states, while preserving the validity of the original property. While this sim-
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plification enhances efficiency, the resulting certificate from the model checker
applies only to the reduced model, not the original. This thus adds additional
challenges to certification.

Our contribution. We address this challenge by presenting a certification ap-
proach that proves the correctness of the original design while accounting for
extracted constraints. Furthermore, we consider k-induction [21], a powerful
model checking technique based on inductive reasoning over sequences of states.
For completeness, k-induction requires uniqueness constraints, which exclude
cyclic transitions from consideration. Producing certificates when using such
constraints is challenging [22], as soundness implicitly relies on a reachability
analysis over the entire state space. In this paper we also demonstrate certificate
generation for it. We summarize our main contributions as follows.

1. Certification of extracted constraints. We introduce a method for generating
certificates that account for three classes of extracted constraints: model
constraints, inductive constraints, and property constraints. The resulting
certificates validate that the verification result holds for the original model,
prior to constraint extraction.

2. Relazxed certificate format. To accommodate more complex encoding logic
in modern model checking techniques, we propose alternative QBF-based
certificate checks. These relaxations extend the certificate format used in
HWMCCs and remain verifiable by an independent checker.

3. Certification of uniqueness constraints in k-induction. We present a certifi-
cate generation method for k-induction with uniqueness constraints.

4. Empirical evaluation. We evaluate our approach on a set of HWMCC bench-
marks, demonstrating its practicality and effectiveness.

2 Background

In the rest of the paper, we employ the following notation: let ¥V be a set of
Boolean variables, we consider formulas over V with the Boolean operators —,
V, A\, =, <. The last denotes equivalence and can have an infix negation <.
A (partial) assignment gives each variable in (a subset of) V the value true(T)
or false(L). Applying a function f to an assignment s, denoted as f(s), follows
the usual semantics. If s is a total assignment, f(s) yields a truth value; if s
is partial, f(s) results in a formula not dependent on any variables in s. By
dependent we mean syntactically dependent, i.e. no variable v in s appears in
f(s). For a partial assignment, we use extension to refer to an assignment that
assigns more variables and is otherwise the same. For sets of Boolean variables
U and V, we denote union as U,V and as & UV when we want to emphasize that
U and V are disjoint. For next-state variables, we write 1 to denote a copy of
V, and for symmetry we then refer to the original copy V as V,. We extend this
notation to any number of transitions.

We consider hardware designs modeled as finite logical circuits [3]. Each cir-
cuit is associated with a safety property and an environment constraint encoded
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as Boolean formulas over input and latch variables. A state of the system is
an assignment to inputs and latches satisfying the constraint. The values of the
latches are initialized using their reset function and evolve according to the tran-
sition functions. At every timestamp, the values of latches are determined by the
values of inputs and the previous latch values. The inputs can have arbitrary
values and represent non-determinism.

Definition 1 (Circuit). A circuit M = (I, L, R, F, P,C) is defined as a tuple
consisting of the following attributes:

. I: a finite ordered set of Boolean input variables;

. L: a finite ordered set of Boolean latch variables;

. R={r(I,L) |1l €L}, where ri(I,L) is a reset function for latch l;

. F={fi(I,L) |1l € L}, where fi(I,L) is a transition function for latch l;
. P(I,L) represents the set of good states; and

. C(I,L) encodes the set of constrained states.

D G Lo~

In this paper, we focus on safety properties, which should hold in all reach-
able states. For circuits that do not come with explicitly given constraints, we
simply consider C(I,L) = T. For multiple constraints cg, c1, ..., we take their
conjunction to form a single one C(I, L) = A, ¢;. The set of initial states is de-
fined by R{L} = A\;cp (I <+ (I, L)). The same notation is used for transitions
Foa{L} = Nyep (b1 < fe(lo, Lo)). Both are also used for subsets of L. The con-
vention to use indices on formulas, while omitting explicit variable references,
extends to other circuit components, e.g., Cy stands for C'(Iy, Lo).

When designing a certificate format, one of the key objectives is to eliminate
the need for quantifiers in certificate checking, allowing the process to fall within
the co-NP complexity class and admits the use of SAT solvers. For this purpose,
the authors of [12] introduced the concept of stratified reset functions, i.e., the
reset functions of a circuit do not have cyclic dependencies. This entails that the
formula R{L} is always satisfiable.

A circuit is said to be safe if the property P holds in all states reachable from
the initial states without violating the constraint. Therefore a counterexample
is a path sg, s1,...,8, from a reset state so to a bad state s,, where all s; satisfy
the constraint:

Ro{L} A N\ Fon{L} A N\ Ci A =P,
i€[0,n) 1€[0,n]

Ezxample 1. A common problem in hardware design is to arbitrate the usage of
shared resources. In the following, we illustrate with such an example, described
in Fig. 2. Each user i can send a request for the shared resources by setting the
input signal reg; and gains access from the acknowledge signal ack;. The crucial
property is that no two users get acknowledged at the same time. The internal
design of the arbiter can be quite complex when additional properties, such as
fairness, are considered. To make the model checking task easier, we specify the
constraint as C' = )\, ,; ~(ack; A ack;). This constraint can either be extracted
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Fig.2: An arbiter for four users.

by the model checker in a preprocessing step (we later discuss this in Sec. 3),
or it can be specified explicitly by the hardware designer. In both cases, the
implementation details of the arbiter may be abstracted away from the design.

Counterexamples are witnesses for validating model checking failures. On the
other hand, when model checking succeeds, we rely on a certificate, i.e., a witness
circuit, which is the format used in the hardware model checking competition.

Definition 2 (Witness Circuit). W = (I', L', R/, F', P',C") is a witness cir-
cuit of circuit M = (I, L, R, F, P,C), both with constraints, if R’ is stratified and
for K=LNL:

1. Reset: R{K}ANC — R{K} ANC’;

2. Transition: Fo1{K}ANCoNC1NCy — Fg {K}ANCY;
3. Property: (CANC') = (P — P);

4. Base: RA{L'}NC" — P;

5. Step: PyNFy {L'} NCyANCY — P

FEach condition defined above is encoded as a SAT formula. Additionally, a
polynomial-time check that R’ is stratified [12] is needed, such that there are no
cyclic dependencies among the reset functions.

3 Certifying Constraint Extraction

Constraint extraction is a effective preprocessing step that simplifies verification
for any base model checking engine [16,17], such as k-induction. In this section,
we address the challenge of certifying the hidden constraints uncovered by this
process, as illustrated in Fig. 1. Because a witness circuit generated by the base
engine only proves correctness on the preprocessed circuit, it does not immedi-
ately satisfy Def. 2. Consequently, postprocessing the witness circuit is necessary
to produce a valid certificate for the original problem [23].
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3.1 Model Constraints

The first type of constraints we consider is model constraints. Intuitively, they
are those that hold in all reachable states, like a safety property. It is therefore
evident that adding them does not change the set of reachable states in the
model. In industrial practice, it is common to verify hundreds of properties for
the same design, and it is beneficial for verification performance to add already
proven properties as constraints [24, 25].

Definition 3 (Model constraint). Given a circuit M = (I, L, R, F, P,C), the
formula D(I, L) is said to be a model constraint if it holds in all reachable states,
i.e., the following formula is unsatisfiable for any n:

RO{L} A\ /\ Fi,i+1{L} A\ /\ C; N =D,

1€[0,n) 1€[0,n]

By Def. 3, during model checking, the extracted model constraints can sim-
ply be appended to strengthen C to form a new constraint C' A D. A base
model checker that uses for instance IC3/PDR [26] or k-induction can then be
employed. Once verification is completed, the base engine provides a witness
circuit. Next, we are going to show how to postprocess such a witness circuit to
obtain one that certifies the safety of the original circuit. For that we are going
to compose it with another witness circuit for the model constraint D.

In the following we assume inputs and latches not shared with the model to
be unique to the respective witness circuits. Otherwise renaming is necessary.

Theorem 1. Let M = (I,L,R,F,P,C) be a model with constraint D, and
let Mp = (I,L,R,F,P,C A D) be the constrained model with witness Wp =
(IP LY RP FF PP CT). Let Wp = (IP,LP,RP FP DP CP) be a witness
certifying that D is a model constraint, i.e., a witness for Mp = (I, L, R, F, D, C).
If the inputs and latches of Wp and Wp are disjoint except for those shared with
M, then the combined witness circuit W defined as follows is a witness for M.

wW=u"uI?, Lt uL?, RFURP, FPUFP, PP A PP, CP ACP A D)

Proof. Before we show that W passes every check of Def. 2, we note that Wp
and Wp not sharing any additional inputs or latches implies that R U RP is
still stratified. Further, given the reset check for both Wp and Wp the reset
states in W are simply: (R” URP){LY ULP} = RP{LY} A RP{LP}. The same
is true for encoding transitions. We begin with the reset check and show that
the premise implies D by the witness relation between Mp and Wp:

R{K}ANC = RP{KAANCP = RP{LP}YACP = PP = D

Now the premise for the reset check for both Wp and Wp are met, and the
conclusion of the reset check for W follows. The premise of the transition check
of W gives us Dy, which by the transition check of Wp, gives FPACP and further
D using the step check. Again the premises for the step check of both Wp and
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Wp are fulfilled. For the remaining three checks, no additional arguments are
needed as the conclusions are the same as in the witness checks for Wp and Wp
and the premises have only been strengthened.

Another interesting application of the described construction is the efficient cer-
tification of multi-property circuits. Consider a model M = (I,L, R, F, P,C),
where P = A\; ¢ [0,n] P?, and each P? typically concerns only a sub-circuit of the
original. A model checker may verify these properties individually and later com-
pose the corresponding witness circuits using the same construction as above. In
this case both witnesses are produced without the addition of an explicit model
constraint and the D in the constraint definition of W is simply true. Any num-
ber of witness circuits may be composed through repeated application of the
construction, corresponding to a union over all witnesses at each component.

3.2 Inductive Constraints

Inductive constraints [16] can be used to strengthen existing constraints in a
model, partially motivated by their use in backward reachability [27].

Fig.3: An illustration of the state
space for inductive constraints. The
bad states are marked gray; and the
initial state is marked yellow. The
blue region is the set of states satis-
fying the constraint D. Note that D
is of course not a subset of =D.

Fig.4: An illustration of property
constraints. Since the property con-
straints act as conditions in the
transition function, outgoing transi-
tions only take place in states that
satisfy D. There is no transition
from states in =D to D.

Definition 4 (Inductive constraint). An inductive constraint D(I,L) of a
circuit M = (I, L, R, F, P,C) satisfies:
(1) Fo’l{L}/\ﬁDoﬁﬁDl; and (2) -D — P.

We illustrate inductive constraints in Fig. 3. The soundness of adding in-
ductive constraints follows from the fact that these constraints do not eliminate
any bad traces of the original model; therefore, the safety property is preserved.
Once a trace leaves D it cannot cross back, since =D is inductive, and no bad
state can be reached with =D — P. Therefore the model checker only needs to
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ensure P holds in the states that satisfy D (i.e., the area marked blue). Note
the slightly confusing naming of inductive constraints taken from [16]; it is the
negation of D that is inductive, and moreover it is not an inductive invariant,
as it does not necessarily hold in the reset states.

We now show how to produce witness circuits for models with added inductive
constraints. The following theorem requires the constraint to also be inductive
with respect to the transition function of the witness under constraint Wp. This
does not impose a practical limitation, since D only depends on inputs and
latches from the original circuit and witness circuits typically do not introduce
additional transitions for original latches. If this does happen to be the case, F’
can be restricted to the original transitions without changing the success of the
transition or step check in Def. 2.

To simplify the presentation, we denote a modified set of reset and transition
functions like this R'V—D and F’V—D;. This construction can be easily achieved
by introducing a fresh input 4; for each latch [, and encoding the formula D over
these inputs to obtain D;. With this setup, the new reset function for each latch
l is defined as: ite(Dy,77,%;), which selects r; when D; holds, and otherwise
takes the value of ¢;. The transition function ite(Dy, f],4;), similarly allows to
transition to any state violating D. Since R’ is stratified and Dy depends only
on inputs, the resulting reset function remains stratified.

We prove the correctness of our construction in the following theorem.

Theorem 2. Given model M = (I, L, R, F, P,C), the constrained model Mp =
(I,L,R,F,P,C A D) with witness Wp = (I',L',R',F',P',C"), where D is an
inductive constraint in M and F' A ~Dy — —D1, the unconstrained witness
W= ,L'R'V-D,F'V-D,P'V-D,C'"V~-D) is a witness for M.

Proof. We consider an arbitrary assignment to the formula LoUL{UIUI'UL; U
L}. If it satisfies =D, then it also satisfies P and the property, reset and base
check are trivially fulfilled. Similarly, with the assumption —D; the transition
and step check hold. If D holds, any violation of the property, reset or base
check would also be a violation for the witness relation of Mp and Wp. Since
—D is inductive under I’ and F’, D; implies Dy if the assignment violates either
the transition or step check. In both cases, it would also contradict the witness
relation of Mp and Wp.

3.3 Property Constraints

We now take a look at another class of constraints, namely property constraints,
that can be generated from a model by a dedicated constraint mining algorithm.
Intuitively, property constraints are implied by the property itself.

Definition 5 (Property constraint). A property constraint D(I, L) of a cir-
cuit M = (I, L, R, F, P,C) satisfies: P — D.

Once property constraints are extracted, their use differs from the previous
two constraint types, as both model constraints and inductive constraints are
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directly appended to the explicit constraint, i.e., C' A D. Property constraints,
on the other hand, need to be integrated into the transition functions.

Model checking under property constraints. Given a circuit M = (I, L, R, F, P, C)
with property constraint D. The circuit under the property constraint is Mp =
(I,L,R, Fp, P,C) where: Fp = {ite(Dy, fi,1) |l € L}.

This suggests that at every step, if the property constraint holds in the
current state, then it follows the same transition as before, otherwise it stays in
the current state. We illustrate in Fig. 4 that adding property constraints does
not affect the model checking result. In other words, if the circuit under property
constraints is proven to be safe, then this implies the original circuit is also safe.
This can be validated by a certificate, constructed as follows.

Theorem 3. Given model M = (I, L, R, F, P,C), the model under property con-
straint Mp = (I,L,R,Fp, P,C) with witness Wp = (I',L', R, F},, P',C},),
the witness circuit for property constraints W' = (I',L',R',F',P',C"), where
F' = {ite(Do, f{P, f1) | 1l € K}U{f/P |l € L'\ K} and C' = C}, A D, is a
witness for M.

Proof. Given the witness relation between Mp and Wp, we need to prove that
W is a witness for M. First we conclude that D holds in any reset of M valid
under the constraint:

R{K}NC = R{K'}\NCp, =R{L'} N\Cp =P =P=D

Now, we assume an assignment s to Lo U Ly U T U I'U Ly U L violating any
of the witness checks outlined in Def. 2. If Dy does not hold, the reset check is
fulfilled by the above argument. The other checks are trivially fulfilled as C{) is
false. If Dy holds in s, the assignment will also violate the same check for the
witness relation between Mp and Wp.

4 Relaxed simulation

According to Def. 2, in order for the Reset and Transition checks to pass, the
constraint C’ needs to hold for all possible extensions generated by the reset and
transition functions. One solution is to ensure that the constraint only contains
variables shared between the two circuits, which is a natural assumption. For
many model checking algorithms such as IC3/PDR, it is often the case that the
certificate W is simply W = (I, L, R, F, P’,C) [28], where P’ is the inductive
strengthening generated by the algorithm itself, encoding an over-approximation
of the reachable states, with the rest of the circuit unchanged from M.

However, for other algorithms where it is necessary to constrain new variables
in the witness circuit as well as to allow cyclic reset definitions, the format in
Def. 2 has to be relaxed to include quantifiers in the checks. We therefore present,
in the following, a more general certificate format. While this generalized format
is inherently more expensive to check due to the presence of quantifiers, we
expect the certificate checker to fall back to the quantifier-free checks of Def. 2
whenever possible, in order to retain efficient certificate validation.
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Definition 6 (Quantified Reset and Transition). Consider the given circuit
M = (I,L,R,F,P,C), then the circuit W with W = (I',)L',R',F',P'",C") is a
witness circuit for the local witness variables X' = (I'UL")\ (IUL) if it satisfies
Def. 2, with the Reset and Transition conditions relaxzed as follows:

— Reset: R{L} NC — 3IX"[R{L'} NC"];
— Transition®:  Fo1{L} ACo A Cy ACh — IX] [F§ {L'} A CY].

If Reset? is not used, R' has to be stratified.

If the reset functions of W are cyclic, it is necessary to use the Reset? check.
Without this existential quantification, it is not sufficient to prove the soundness
theorem of Def. 2: if W is a witness circuit of M, then M is safe. Proving this
theorem requires establishing a simulation relation between M and W, which in
turn requires every reset state in M to correspond to a reset state in W.

Since the Reset” condition directly guarantees that any reset state in M
aligns with a reset state in W, we no longer need to impose the stratification
requirement on W.

In the following, we formally prove the soundness of this format.

Theorem 4. Given a circuit M and its witness circuit W that satisfies Def. 6,
then M is safe.

Proof. We assume that W is a witness circuit for M, and do a proof by contra-
diction. Suppose M is not safe. Then there is a bad trace of some finite length
n in the form of an assignment to n + 1 copies of I U L satisfying:

RO{L} A Coy A FO,l{L} ANCL...Ch1 A Fn—l,n{L} ANCy A—P,.
We extend this assignment to each copy of the variables in X’ that satisfies:
Ry{L'YNCoNFo {L'y NCy...C,  NF,_ {L'} NC) AP,

The Reset? and Transition® checks directly imply the existence of a reset state
in W, respectively a successor state. Since the Transition® check only quantifies
over the next-state version of the extension variables X| the trace in W can be
constructed iteratively from reset to bad state. Applying the same argument n
times yields an assignment to (X')" satisfying Fj, {L} for i € [0,n) and C;
for i € [0,n]. Lastly, the property check guarantees =P/, giving us the desired
assignment. However, the Base and Step check together ensure that the property
P’ holds on all reachable states of W, thus contradicting the initial assumption
that a bad trace exists in M.

5 Extending Circuits with Oracles

The model checking technique k-induction checks (1) k consecutive states from
any initial state are safe; and (2) if any k consecutive states are safe, then the sub-
sequent (k+ 1)-th state is also safe. Even though certifying k-induction has been
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studied before [3,29-31], none of these works address uniqueness constraints,
which requires in the second check that the sequence of k consecutive states to
be unique. The main difficulty of certifying uniqueness constraints comes from
the requirement of accounting for multiple possible execution paths for the induc-
tiveness. It became neccessary for us to further relax the proof format definition.
We therefore in the following define witness circuits with oracles. Oracles are just
like inputs and can be assigned arbitrary values. However, we distinguish oracles
from inputs so that they can be explicitly identified and correctly handled in the
certificate checks.

Definition 7 (Step check with oracles). Consider the circuit M with M =
(I,L,R, F, P,C), then the circuit W with W = (I'UO', L', R', F', P',C") where
O’ are the oracle inputs. W is a witness if R’ and F' are independent of O' and
the circuits satisfy the conditions in Def. 2, where the step check is relazed to:

Step” : YOy [Py N F {L'} NCGINCY — P}

If R’ or F’ are dependent on O, we need additional quantifiers in the respec-
tive checks similar to Def. 6.

Definition 8 (Reset and Transition with oracles). Given a circuit M, the
circuit W, with M = (I,L,R,F,P,C), W = (I'UO',L',R,F',P',C"), and
X' ={I'"UL)\ (IUL), is a witness circuit if it meets Def. 2, where the step
check has been relazed to Step” from Def. 7 and either or both reset and transition
checks have been relazed to:

— Resel?Y: R{L}AC — 3XVO'[R{L'} A C';
—  Transition™ : Fy1{L} A Co A C1 ACj — IX{VO; [Fy ({L'} A CYJ.

Theorem 5. A witness circuit that satisfies the certificate format with oracles
is a valid certificate.

Proof. Since the oracles are only in the witness, the Reset? and Transition?”

conditions still allow us to construct the trace in W the same way as in the proof
of Theorem 4. The same is true if R’ or F’ are syntactically independent of O’
and the quantifier-free checks from Def. 2 are used. What is left to show is that
no bad state is reachable in W. We will be considering the equivalence classes
induced by O’ on the state space of W, i.e., states only differing in O are in the
same equivalence class. Assume there exists a bad trace sg, ..., s, in W. By the
reset check, all states in the equivalence class of sq also satisfy R’, and by the
base check are guaranteed to be good. By applying the transition check to all
states in the equivalence class of sy, we know they each have a transition to all
states in the equivalence class of s;. This allows us to apply the step condition
to all states in the equivalence class of si, concluding that they are all good.
This argument can be applied n times to show that all states in the equivalence
class of s, are good, including s,, itself.

This more complex certificate is, in fact, hard for the second level of the
polynomial hierarchy.
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Theorem 6. A closed formula VAIE f is true exactly if the witness circuit W =
(I',L',R',F',P',C") passes the Step” check, where I' = A, O' = E, L' = {{},
r,=T, f,=T,C"=T, and P' = ~f N L.

Proof. In the Step~ check, F” is simply ¢;, which implies =P;. With C' constant
true, O quantifies over —fy A —=€y. Since ¢y is independent of O}, we can leave it
behind when moving the rest to the other side of the implication. Omitting the
universal quantifiers for unused variables, we are left with: V{oV¢1VAg [~o ALy —
3Ey [fo]], which is trivially true for all valuations of the first two quantifiers,
except for one where it simplifies to VAq3Ey fo.

5.1 Uniqueness Constraints

In the following, we present certificate generation for uniqueness constraints. We
begin by providing the definition of k-induction under uniqueness constraint.

Definition 9. A property P of a given circuit M = (I, L, R, F, P,C) is said to
be k-inductive under uniqueness constraints iff the following holds:

Ro{LY} A () Fi,m{L})%( A (/\cj)ﬁpi) and

i€[0,k—1) i€[0,k) j€[0,i]

(N Erivr{L}) A (N Ci AP) A uniquey, — (C, — P,
i€[0,k) i€[0,k)

where uniquey, = /\ (I; A L) vV (L; 4 Lj).
0<i<j<k

The first formula, called the initiation check, specifies that the property holds
for k steps from the initial states. The second formula is an inductive check
such that if the property holds for k steps then it also holds at the (k+1)-th
step. The uniqueness constraint ensures that the inductive step only considers k
consecutive states that are all distinct from one another.

Next we present our certificate construction for k-induction under unique-
ness constraints. An example for an intuitive understanding of our certificate
construction is in Fig. 5. The construction relies on the following idea. A k-
inductive property can be strengthened to be inductive: for every bad state, all
predecessors up to k steps back are labelled as bad states too.

Definition 10 (k-witness circuit under uniqueness constraints). Given a
circuit M = (I, L, R, F, P,C) with k € NT. The k-witness circuit under unique-
ness constraints is defined as W = (IUO’', L, R, F, P',C), where O' = UiG[O,k) I’
and P = N;cio.p) [v — P(I', LY)], with v° = C(I, L), v* = v'=1 A C(I*, LY),
LY =1L and L'*Y = {f;(I',L%) |l € L}.

In the above definition, L', ..., L*~! are not necessarily latches: we directly use
the output of the transition functions, which are simply AND-gates in practice.
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Fig.5: Example of the k-witness construction for certifying k-induction un-
der uniqueness constraints. The figure displays the state space of a circuit M,
which is 3-inductive under uniqueness constraints, alongside its corresponding
k-witness circuit W (Def. 10). Bad states are marked in red, state 0 is the only
initial state. Witness states that differ only by the value of O’ are grouped ver-
tically. If at least one state in a group violates the property, the entire group is
highlighted with a light red background.

The variables v? keep track of the depth up to which the path along the L?
remains valid; that is, only traverses states satisfying the constraint. The latches
are the same in the original and the k-witness circuit, however, the k-witness
circuit has more bad states, as it requires all states reachable in &k — 1 steps
to be good. Note that by construction the reset and transition functions are
independent of the oracles, thus the Reset?” and Transition?” checks are not
necessary and the quantifier-free versions should be used.

Even though Def. 10 is also a valid construction for k-induction without
uniqueness constraints, it is expensive for the certificate checker to perform QBF
checks. Hence in the case where uniqueness constraints are not required, the
witness circuit construction should still follow the construction outlined in [12].
Their approach produces inductive witnesses by recording a history of k states
rather than precomputing a possible future. While this method avoids the quan-
tification, it would violate the transition check, since the witness is not allowed
to transition to a state already in the history while the correctness of the con-
struction relies on the model being inductive under uniqueness constraints.

Theorem 7. Given a circuit M = (I, L, R, F, P,C) with some k € N*, and a
k-witness circuit W = (IUO', L, R, F, P',C). If M is k-inductive under unique-
ness constraints, then W is a valid witness circuit for M.

Proof. Since L, R, F' and C remain unchanged, the reset and transition condi-
tions hold trivially. Given C, the new property P’ clearly implies P, thus the
property check is satisfied. For the base check we note that if an initial state of
the witness violates P’, a bad state in the original circuit can be reached in k
steps or less. It is left to show that if the Step? check fails, the original circuit
is not k-inductive. Assume two consecutive states v’ and v’ in C’ for which the
Step? check fails. Let v and v be the states in M induced by the assignment to
L in v’ and v’ respectively. The shortest path from v to a bad state has exactly
k states, all are different, satisfy the constraint, and all but the last are good. If
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‘ A ()‘ by lJ‘ Xp LJP‘ Xr Ur
Mean (39)  |25411 64| 777.20 37.18| 36.23 30.77| 660.37 4.15

picorv32 (8) (54042 201(3455.78 144.77|107.99 128.20|3037.94 14.89
mentor (1) 31613 36| 505.96 38.70| 23.40 25.53| 440.87 12.37
dspfilters (17)(28397 49| 120.07 9.45| 29.66 7.58| 58.22 1.22
sm98 (3) 5126 2| 25.17 21.35| 1.56 1.16 4.83 2.38
zipcpu (7) 2946 2 3.46 257 149 1.46 0.54 0.23
zipversa (3) 2775 3 5.92 3.44| 217 213 0.70 0.26

Table 1: The HWMCC set contains 39 multi-property benchmarks, split into
7 families, each with the same number of properties (B). The other columns
display the number of and-gates (A), total time taken in seconds for checking
individual witness circuits for a single property (X), and time taken for check-
ing the composed witness circuit (U). Additionally, the table presents the time
taken up just by the Property check for the individual witnesses (X'p) and the
composed witness (Up), which in both cases has to be done B times. As well
as the Transition check, which has to be done for each individual witness (X'r)
but only once for the composed witness (Ug). This is the same for every other
check, but the transition check is the most complex on this set of benchmarks.
Each row presents the mean over the benchmarks in the family (number given
in parentheses). The mean over all benchmarks is presented at the top.

the number of steps was less, P’ would not hold in «/, and if it was any more, P’
would hold in v’. The other two claims follow from the path being the shortest.
Since u is guaranteed to satisfy C' and be different from the bad state, prepending
the path with u yields a path in M consisting of k£ unique good states followed
by a bad state, thus M is not k-inductive under uniqueness constraints.

6 Experimental Evaluation

We implemented the proposed certificate format in our certificate checker CER-
TIFAIGER®, together with the relaxed checks that require quantifiers. Note that
in all HWMCC benchmarks, all reset functions are stratified, as the standard
AIGER format used in the competitions only supports stratified resets. We also
extended the open-source k-induction-based model checker MCAIGER [32] to
generate k-witness circuits as defined in Def. 10 when uniqueness constraints
are enabled. Additionally, we implement our tool AIGMERGE that uses the con-
struction described in Theorem 1 to compose arbitrary circuits.

5 https://github.com/Froleyks/certifaiger
7" AIGMERGE may eventually be added to the set of AIGER utilities at
https://github.com/arminbiere/aiger.
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CERTIFAIGER uses KISSAT [33] for SAT checks and QUABS [34] for quan-
tified checks. All input circuits are in the AIGER 1.9 format. Each certificate
check is generated as combinatorial circuits in either AIGER (for SAT checks) or
QAIGER (for QBF checks) and is then translated to CNF or the circuit-based
QCIR format [35].

tue (s) toert (8) tsar (s) k I A
bobcount 426.68 26.86 2.40 76 3 7
eijks298 383.05 2192.33 9.77 138 3 225
pdtvispeterson 6.29 249.35 2.76 59 2 700
pdtvisvending00 14.25 to 2.37 35 2 959
pdtvisvending02 199.05 to 2.03 33 2 958
pdtvisvending05 3.13 26663.62 1.70 28 2 951
pdtvisvending07 3.41 22117.90 2.34 29 2 952
pdtvisvending08 117.81 to 2.07 33 2 950

Table 2: In the HWMCC’10 benchmark set, 8 additional instances are solved
with uniqueness constraints. We list the model checking (¢p7¢) and certification
time (tcert). The table also presents the portion of the certification time taken
for the 4 SAT checks (tsar). The last three columns denote the inductive depth
k, the number of input variables I, and gates A respectively.

The goal of our first experiment is to evaluate the certification method for
composing witness circuits, which also provides insight into certifying extracted
constraints. Although we could not find an open-source model checker that im-
plements explicit constraint extraction, the concept of model constraints nat-
urally arises in circuits where multiple properties are of interest. Therefore,
we focus on multi-property benchmarks that are present in HWMCC’12 and
HWMCC’19. We first ran our certifying model checker VOIRAIG for each prop-
erty individually, which left us with one witness circuit per property that could
be proven. We then used AIGMERGE to combine all the witness circuits for an
individual model into one. Certificate checking for such a certificate proceeds as
follows: verify the reset, transition, base, and step condition for the composed
witness according to Def. 2. For each original property run the property check.
We compare the total time of these checks to the total time it takes to certify the
original witness circuits for each property individually. We present the results
obtained in Table 1. As can be seen, directly verifying the composed witness
circuit is significantly more efficient than verifying individual witness circuits
for each property. Interestingly, the transition check appears to be the bottle-
neck during the certification process, which differs from the experimental results
in [36], where the step check always takes significantly longer.

In the second experiment, we study the effectiveness of our certification
method for k-induction under uniqueness constraints. We selected the bench-



16 N. Froleyks et al.

marks that require uniqueness constraints from HWMCC’10. Results are sum-
marized in Table 2. We used a timeout of 50 000 seconds for certificate checking.
Despite the QBF check creating a bottleneck in certification performance, our
certifier successfully validated 5 out of 8 instances. The QBF solver QUABS failed
to complete the Step? checks for three instances within the time limit, whereas
for the same instances the rest of the checks were solved in less than 10 seconds
(see tsar in the table). While QBF solving is inherently more challenging than
SAT solving, we attribute the substantial performance gap in part to recent ad-
vances in SAT solving, particularly the circuit-specific optimizations introduced
in K1sSAT [37]. We believe that incorporating similar optimizations into QUABS
could significantly improve the efficiency of QBF-based certificate checking. Ex-
ploring such enhancements is an important direction for future work.

7 Conclusion

Recent hardware model checking competitions have employed a standardized
certification approach, relying on simple SAT-based certificate validation. This
approach has proven highly effective, with certification overhead constituting
only a small fraction of the total verification effort. In this work, we introduce cer-
tification generation techniques tailored to both explicit and implicitly extracted
constraints for three different constraint classes. Furthermore, we present alter-
native QBF-based checks to replace pure SAT checks in the certificate format,
addressing the challenges of certificate generation posed by intricate reset logic
and complex encodings in model checking. Extending this, we also demonstrate
certification generation for k-induction under uniqueness constraints. The empir-
ical evaluation, conducted on a range of competition benchmarks, demonstrates
the effectiveness and practical relevance of our method. Looking forward, we
plan to incorporate the remaining techniques in bit-level hardware model check-
ing, such as retiming [38] and localization. Furthermore, we aim to broaden the
scope of our certification method to infinite-state systems to support program
verification as well as exploring the certification of security properties.
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