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Abstract. Certificates are machine-checkable witnesses that help in-
crease confidence in verification results by providing independently ver-
ifiable evidence beyond a simple yes/no answer. In this short paper, we
present two certificate checkers for hardware model checking, Certifaiger
and Cerbtora, which target bit-level and word-level verification of hard-
ware designs, respectively. Certifaiger has been adopted in recent editions
of the Hardware Model Checking Competition, but not described in the
literature before. Cerbtora extends the same theoretical framework to the
word level, in which certificates are expressed in the same modeling lan-
guage as the design under test and are validated using efficient automated
reasoning engines. We describe the architecture and main components of
both tools and evaluate them on competition benchmarks.

1 Introduction

Certification has gained increasing attention in automated reasoning and formal
verification as a way to provide an additional layer of trust in the correctness
of safety-critical systems beyond a simple yes/no answer. The concept of certifi-
cation spans several areas, such as Boolean satisfiability (SAT) solving [15, 17],
satisfiability modulo theories (SMT) [16, 21], and software verification [2]. In
hardware model checking, certification has also advanced recently. In particular,
the bit-level track of the Hardware Model Checking Competition (HWMCC) now
requires participating tools to generate certificates, with encouraging results [14].
In this setting, the certificates take the form of witness circuits produced at the
end of the verification process. The certificate format is designed to accommo-
date a wide range of model checking techniques [13,25–27]. Validating a witness
circuit is lightweight and efficient, reducing to a small number of SAT checks.

So far, most effort has focused on certifying safety properties in bit-level
model checking (i.e., reasoning over Boolean variables). In contrast, certifica-
tion support for word-level verification (i.e., reasoning over machine words and
instructions) remains largely unexplored. Word-level methods model hardware
systems at a higher level of abstraction, capturing arithmetic and datapath com-
ponents such as adders and multipliers rather than individual wires and primitive
gates, and are essential for scalable hardware verification [3, 10]. A key goal of
the HWMCC is to make word-level certification mandatory, thereby promoting
the development of certifying word-level model checkers; achieving this requires

https://orcid.org/0000-0003-3925-3438
https://orcid.org/0000-0002-4993-773X


2 N. Froleyks et al.

a dedicated word-level certificate checker. At present, the ecosystem of certifying
word-level model checkers is still emerging, and there is no publicly available im-
plementation that produces certificates. To exercise the end-to-end workflow, in
this short paper, we generate word-level certificates using a prototype certifying
k-induction engine, one of the essential model checking techniques. By providing
a common validation backend, our checker aims to lower the barrier for tool de-
velopers and help catalyze broader community adoption, mirroring the progress
achieved at the bit level.

We present Certifaiger and Cerbtora (tora means “tiger” in Japanese), two
certificate checkers that implement a common framework [13,25–27] for validat-
ing witness circuits at the bit level and word level, respectively. Certifaiger (avail-
able at https://github.com/Froleyks/certifaiger) has been used in the Hardware
Model Checking Competition since 2024 [14], but has not previously been de-
scribed in the literature. Cerbtora (available at https://github.com/Froleyks/
cerbtora) is a new C++ tool that uses the SMT solver Bitwuzla [18] as its back-
end. Both tools are integrated into a complete certification workflow (cf. Sec. 3)
and are released under the MIT license on GitHub.

2 Model Checking Certificates

In this section, we briefly describe the certificate format. Our certificate checkers
accept two circuits as input: (i) the model circuit M under verification and (ii)
a witness circuit M ′ that certifies correctness, produced by a model checker.
A circuit M = (I, L,R, F, P,C) has inputs I, latches L, reset and transition
functions R,F , safety property P , and constraint C; it is safe if every state
reachable from a C-respecting reset through C-respecting transitions satisfies
P . We use the following symbolic formulas over input and latch variables: for
any S ⊆ L, R{S} denotes the reset condition for the latches in S (each latch
equals its reset value), and F0,1{S} is the one-step transition relation for S, using
time-stamped copies of I and L. For any formula φ over I ∪ L, φt denotes its
time-shifted copy (replace each latch l ∈ L by lt and each input i ∈ I by it).
Reset functions R are stratified [27] if their latch-dependency graph is acyclic.

Definition 1 (Witness circuit). Given a circuit M , the circuit M ′, with
M = (I, L,R, F, P,C), M ′ = (I ′, L′, R′, F ′, P ′, C ′), and K = L∩L′, is a witness
circuit if R′ is stratified and the following conditions hold:

Reset R{K} ∧ C ⇒ R′{K} ∧ C ′

An initial state in the model implies an initial state in the witness.
Transition F0,1{K} ∧ C0 ∧ C1 ∧ C ′

0 ⇒ F ′
0,1{K} ∧ C ′

1

A transition in the model implies a transition in the witness.
Property (C ∧ C ′) ⇒ (P ′ ⇒ P )

A violation in the model implies a violation in the witness.
Base R′{L′} ∧ C ′ ⇒ P ′

The witness property holds in all initial states.
Step P ′

0 ∧ F ′
0,1{L′} ∧ C ′

0 ∧ C ′
1 ⇒ P ′

1

The witness property is inductive.
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model.aag

aag 10 0 3 1 7
2 3
4 13
6 19
20
8 4 3
10 5 2
12 11 9
14 4 2
16 6 4
18 17 15
20 16 14

witness.aag

aag 9 1 2 1 6
2
4 13
6 19
16
8 4 3
10 5 2
12 11 9
14 4 2
16 6 4
18 17 15
i0 = 2
l0 = 4
l1 = 6
c
MAPPING 2
2 2
4 4
6 6

model.btor2

1 sort bitvec 1
2 sort bitvec 3
3 constd 2 0
4 constd 2 1
5 constd 2 -3
6 constd 2 4
7 constd 2 5
8 constd 2 7
9 state 2
10 init 2 9 3
11 eq 1 9 6
12 eq 1 9 7
13 eq 1 9 8
14 or 1 11 12
15 or 1 13 14
16 ite 2 15 5 4
17 add 2 9 16
18 next 2 9 17
19 bad 13

witness.btor2

1 sort bitvec 1
2 sort bitvec 3
3 constd 2 0
4 constd 2 1
5 constd 2 -3
6 constd 2 4
7 constd 2 5
8 constd 2 7
9 state 2
10 init 2 9 3
11 eq 1 9 6
12 eq 1 9 7
13 eq 1 9 8
14 or 1 11 12
15 or 1 13 14
16 ite 2 15 5 4
17 add 2 9 16
18 next 2 9 17
19 constd 2 6
20 eq 1 9 19
21 or 1 13 20
22 bad 21

000 001 010 011 100 101 110 111model

00 01 10 11
1

0 0 0

0
11

1

witness

Fig. 1: A binary counter that increments by 1 or subtracts 3. The model con-
tains three latches to encode values from 0 to 7, and no inputs. Its state space
is depicted with the bad state 111 marked (the safety property enforces that
the bad state is not reachable). The state space of the bit-level witness circuit
with one input and two latches is shown at the bottom. We describe the model
in both AIGER (model.aag) and Btor2 (model.btor2). Additionally, two wit-
nesses, one in AIGER (witness.aag) and one in Btor2 (witness.btor2), are
presented. The AIGER witness requires an explicit mapping (cf. Sec. 3) to the
inputs and latches in the model. In this example, the mapping is (redundantly)
specified in the symbol table and in the comment section.

The five conditions Reset, Transition, Property, Base, Step are encoded as
SAT formulas whose validity certifies the correctness of the model checking re-
sult. Additionally, the witness circuit must be stratified. This is checked explicitly
in Certifaiger, while at the word level it is syntactically enforced by the BTOR2
format [19]. A soundness proof of Def. 1 is provided in [14]. Fig. 1 illustrates the
same model and witness circuits in both bit-level and word-level formats.
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3 Certifaiger and Cerbtora

Certifaiger is a C++ application that takes as input a model and its witness in
the AIGER [7] format and generates five CNF files, each corresponding to the
negation of one check in Def. 1. These CNF files are solved by a SAT solver
(Kissat [12] or CaDiCaL [4]). Our tool uses the AIGER library parser [8], con-
structs two copies of each circuit, encodes R0, C0, C1, . . ., and builds one output
per check. The pipeline then applies cone-of-influence reduction and a Tseitin
transformation [24] via aigsplit and aigtocnf to obtain the five SAT formulas.
If all checks are proved unsatisfiable, the witness is successfully validated.

Cerbtora follows a similar workflow and is also implemented in C++. At
the word level, models are given in the Btor2 [19] format; Cerbtora uses the
Btor2Tools parser [9] and generates the five checks as combinational Btor2 files.
These files are then passed to the SMT solver Bitwuzla [18]. If all five checks are
unsatisfiable, the witness is validated and the model property is established.

fuzz

certified

check tool

check sat check unsat

aigsim
btorsim

Certifaiger
Cerbtora

Kissat CaDiCaL
Bitwuzla dpr-trim lrat-trim

aigfuzz
fuzzbtor2

Fig. 2: Simulators, SAT/SMT solvers, SAT proof checkers, and fuzzers included.

Mapping. In Def. 1, the sets of inputs I and latches L of the model and the
witness circuit have some intersection to connect them. In principle, we could
rely on naming literals identically in both circuits; however, that causes gaps in
literal numbering, which is incompatible with the binary format of AIGER [7].
We therefore allow the user to explicitly specify a literal mapping. The witness
can define such a mapping in multiple ways, in decreasing order of precedence:

1. A comment MAPPING <n> followed by n lines of the form
<witness literal> <model literal>;

2. symbol-table entries [7] of the form = <model literal>;
3. if no mapping is given, Certifaiger assumes a mapping between the first n

inputs and first m latches in the model and witness, respectively.

Integration. Both Certifaiger and Cerbtora include applications that integrate a
number of external tools. These applications and tools are automatically down-
loaded and built with the -DTOOL option. Fig. 2 gives an overview.
check <model> <witness> identifies whether the witness describes a simula-
tion trace (sat) or a witness circuit (unsat) and checks its correctness with the
appropriate tool: aigsim [8] or btorsim [9] to simulate a trace, and Certifaiger
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Table 1: Comparison of formula generation and SAT solver configurations.
Verified PAR10[sec] Max[sec]

Kissat
Certifaiger (parallel + unsat bias) 1059 180.77 3577.93
parallel 1056 276.35 3155.87
split 1056 277.18 2935.26
merged 1022 1530.25 2469.53
CaDiCaL
CaDiCaL 1057 189.15 1957.92
Kissat Features
no-sweep 1052 412.88 3529.78
no-congruence 1027 1374.67 3484.84
no-congruence-no-sweep 992 2515.47 3321.83
UNSAT Proofs
CaDiCaL + LRAT 1053 320.44 1097.20
Kissat + DRAT 974 3298.02 3528.02

or Cerbtora to generate five formulas, which are checked for unsatisfiability. If
Certifaiger is configured with -DPROOF, proofs of unsatisfiability are produced
by the SAT solver and checked using dpr-trim [23] or lrat-trim [20].
certified <tool> <model> wraps the model checker provided by the user to gen-
erate and check a produced simulation trace or witness circuit. The tool must fol-
low the HWMCC interface: <tool> <model> <witness.sat> <witness.unsat>
where the latter are paths for the violation trace and witness circuits respectively.
fuzz <tool> repeatedly uses aigfuzz (or fuzzbtor2) to generate random input
circuits, runs the provided model checker, and verifies the resulting certificates.
The AIGER version additionally integrates the delta debugger aigdd [28], used
to automatically shrink failure-inducing inputs. If the provided tool supports
the --range option, which lists all integer options as <name> <default> <min>
<max>, option fuzzing [29] and delta debugging are performed.
Base of trust. Certifaiger can reduce the number of trused components by check-
ing UNSAT proofs. At the word level, Bitwuzla does not support proofs, and
while CVC5 [1] can generate Alethe proofs [22], QF_BV is only partially cov-
ered, so the SMT solver remains in the trusted computing base. A pragmatic
route to stronger assurance is to bit-blast each QF_BV check to CNF and val-
idate LRAT proofs, together with proofs of the bit-blasting step. Alternatively,
one can use a verified translation, such as bv_decide in Lean or CoqQFBV.

4 Evaluation

In this section, we empirically evaluate our certificate checkers. We use an HPC
cluster with Intel Xeon Platinum 8360Y CPUs at 2.4 GHz, 14 GB of memory and
one hour of wall time per certificate validation. For the bit-level experiments, we
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Table 2: Comparison of bit-level and word-level certificate checks (in seconds),
and inductive depth (k). The last row presents results over all 47 benchmarks.

k Reset Transition Base Step Property Total

Problem-11 8 bit 0.01 1.30 0.63 180.81 0.62 183.38
word 0.20 0.43 0.39 103.23 0.40 104.66

A19-p16 21 bit 0.02 0.18 0.29 310.07 0.23 310.80
word 0.33 0.70 0.86 23.33 2.93 28.15

VexRiscv-p20-1 22 bit 0.01 0.05 0.13 143.51 0.10 143.80
word 0.18 0.34 0.38 610.68 1.85 613.43

Dijkstra-1 34 bit 0.01 0.43 1.05 304.19 7.31 313.00
word 0.06 0.11 0.13 203.45 15.55 219.30

ZipCPU-p10 97 bit 0.01 0.02 0.15 227.78 0.10 228.06
word 0.32 0.72 1.03 22.29 2.96 27.33

ByteAdd-1 260 bit 0.01 0.02 0.41 655.08 0.28 655.81
word 0.34 0.68 0.90 44.88 6.03 52.83

All (47) bit 1.37 77.23 4.44 2009.81 10.34 2103.19
word 15.54 41.72 20.43 1488.18 50.61 1616.48

use the 1062 valid witness circuits produced during the HWMCC’24 [14]. Word-
level certification is not yet required by the HWMCC, so we developed our own
prototype k-induction engine to produce certificates for the same benchmark set.
We expect the number of certifying word-level model checkers to grow substan-
tially after the release of Cerbtora.

Table 1 presents several configurations of Certifaiger with different SAT back-
ends. PAR10 presents the average runtime, where each timeout is counted as 10
hours. Across all configurations, we observe that formula generation time is neg-
ligible (mean 6 ms) compared to SAT solving. The configuration split validates
Def. 1 via five sequential SAT checks. merged combines them into a single SAT
instance, while parallel runs five instances of Kissat in parallel. Certifaiger, ad-
ditionally configures the SAT solver to bias the search towards UNSAT. This
configuration is used as the basis for the rest of the experiments (and the de-
velopment of Cerbtora). Although CaDiCaL verified two fewer certificates, it
was approximately 60% faster than Kissat on the remaining instances. Clausal
congruence closure [5] and clausal equivalence sweeping [6] are both essential for
witness circuit validation due to their ability to efficiently establish equivalences
between the model and the witness. If we do not want to trust the SAT solver,
Certifaiger can be configured to produce and check proofs of unsatisfiability for
each SAT check. This is done using dpr-trim for Kissat’s DRAT proofs and
lrat-trim for CaDiCaL’s LRAT proofs.

Certifaiger can handle multiple properties by considering their conjunction.
To evaluate the performance implications of this, we implemented aigmerge, a
tool that merges (witness) circuits by taking the union of inputs and latches, and
concatenating their combinational structure. Table 3 considers the benchmark
cv32e40x from YosysHQ. It originally featured 768 properties, of which 86 were
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Fig. 3: Btor2 vs AIGER witnesses.

Table 3: Split vs multi-property.
Times are measured in minutes. Merged
compares verification time for merged
circuits with reduandancy (plain) to the
result of structural hashing (hash).

Verified Split[m] Merged[m]

Model Checker n total mean plain hash S

ric3 52 334 6.4 4.1 4.2 82
ncip-minicraig 26 134 5.0 4.7 4.0 34
ncip-cadicraig 26 158 5.9 5.2 5.4 30
ncip-portfolio 26 167 6.4 5.2 4.0 41
supercar 21 110 4.9 5.4 9.9 20

used in HWMCC’24. The table presents the number of properties verified by
each model checker, the total time to validate all, and the mean time, and
compares these with the single merged witness circuit that verifies all properties
at once. We also removed redundancy using structural hashing in ABC [11].
While structural hashing is ineffective, the speedup S, which compares the total
time for individual checks to the best merged check, shows vast gains in efficiency
when witnesses are merged prior to checking.
Word-level Reasoning. Even though bit-blasting is a common approach to word-
level model checking, for model checkers that operate directly on the word level,
bit-level certification is not sufficient, and it leaves the bit-blasting process itself
uncertified. In fact, during the development of Cerbtora and our prototype k-
induction model checker, fuzzing immediately revealed bugs in btor2aiger, the
bit blaster in the Btor2Tools library. Figure 3 compares certificate sizes obtained
by bit-blasting the models for the 47 benchmarks solved by k-induction against
certificates generated directly at the word level. This shows that the word-level
certificates are five times more compact in the geometric mean.

Table 2 reports certificate checking times for both word-level and bit-blasted
approaches. We display all benchmarks where the inductive depth k exceeds 3.
Step is typically the most expensive check. In general, we observe certificate
checking to be slightly more efficient at the word level.

5 Conclusion

We presented Certifaiger, a certificate checker for bit-level model checking, and
its word-level friend Cerbtora. As ongoing work, we are extending both tools
to support liveness properties. For a fully trusted certification pipeline, we are
implementing our certification approach in a theorem proving environment, in-
cluding verified bit blasting and on-the-fly verification of LRAT proofs.
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