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Abstract

In order to simplify modeling and encoding, extend the ap-
plicability of model checking algorithms, as well as to boost
their performance, it is common to make use of constraints
— assumptions on the environment that restrict the state
space. They are an explicit part of the AIGER format used
in hardware model checking competitions (HWMCCs). In
addition, existing works have shown benefits of extracting
constraints as a preprocessing step to model checking. In this
paper, we address the challenge of certifying model checking
in the presence of constraints. We first present a certificate
format for model checking under constraints, which relies
solely on SAT for validation. To allow a more general class
of constraints as well as more sophisticated reset logic, we
provide alternative checks with one quantifier alternation.
We proceed to provide a detailed construction for certifying
constraint extraction. Finally, we propose a novel method
to incorporate k-induction with simple paths constraints
into our certification framework. We implement these ap-
proaches in our toolkit and evaluate them empirically on
HWMCC benchmarks.

Keywords: Certification, Constraints, Model Checking, Hard-
ware Verification

1 Introduction

In state-of-the-art hardware verification, constraints play
a crucial role in enhancing the verification process. They
are used to encode environmental behaviors of a system,
acting as assumptions that the environment must satisfy. In
hardware model checking, the goal is to verify whether a
given specification, typically a safety property, holds within
a model, under the condition that the constraints are sat-
isfied. This helps gain confidence in the correctness of the
design. Taking this a step further, certifying the model check-
ing results requires generating a certificate that proves the
correctness of the specification under the given constraints.
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While certification for model checking has been studied be-
fore [1, 11, 14, 17, 21], so far, to the best of our knowledge, it
has not been discussed in the context of constraints.

In recent hardware model checking competitions (HWM-
CCs) [18], the latest benchmarks in the AIGER 1.9 format [6]
all include constraints. These constraints, also called invari-
ant constraints, are assumed to hold from the initial states
up to the point where a bad state is encountered. Notably,
the upcoming HWMCC’24 has announced the introduction
of a certifying track, where it is mandatory for participating
model checkers to provide certificates. While the certificate
format from [12] generally works well for both preprocess-
ing and base model checking techniques, it does not account
for constraints. To certify benchmarks in the AIGER 1.9 for-
mat, it is necessary to extend the existing certificate format
to incorporate constraints.

In addition to the explicitly defined constraints provided
with the model, methods have been proposed to extract hid-
den constraints for both safety properties [8] and liveness
properties [9]. This approach essentially serves as a prepro-
cessing step before the model checking procedure, such that
the validity of the property is preserved after adding addi-
tional constraints. By identifying constraints embedded in
the design, the model checking problem is reduced to veri-
fying only the subset of states that satisfy these constraints,
thereby making the verification process more efficient. How-
ever, when a base model checker is called for the reduced
model checking task, it only produces a certificate that proves
the correctness of the reduced circuit after preprocessing.
The challenge thus becomes certifying the correctness of the
original model, which we address in this paper.

Along with the concept of constraints in general, unique-
ness constraints, used in k-induction [19], enforce the loop-
free condition, ensuring that all states are different within the
induction step, turning k-induction into a complete model
checking algorithm. These constraints also play a key role in
bounded model checking, where they are used to compute
the occurrence diameter [3]. Certifying k-induction under
uniqueness constraints has been an open problem. This paper
introduces further relaxed checks that require quantifiers but
address this need. Finally, we propose a certification method
for k-induction under uniqueness constraints.

Our contributions. In this work, we present a certificate
format for certifying hardware model checking under con-
straints, which can be validated by an independent checker.
We also tackle the problem of certifying extracted constraints
by demonstrating how to build a valid certificate according
to the defined format. The resulting certificate proves that
the model checking result is correct for the original model
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before preprocessing. Specifically, we consider three cate-
gories of constraints that can be mined from given models.
Moreover, we address the challenge of certifying k-induction
under uniqueness constraints and present a novel method
for it. We experimentally evaluate our method on hardware
model checking competition benchmarks.

The paper is organized as follows. Section 2 introduces our
notation and the certificate format that we propose, together
with formal proofs for its correctness. Section 3 presents cer-
tificate constructions for three classes of hidden constraints.
In Section 4, we demonstrate how to certify uniqueness con-
straints. Finally, Section 5 presents experimental results for
some of the presented techniques.

2 Constrained circuits

We employ the following notation: let V be a set of Boolean
variables, we consider formulas over V with the Boolean
operators =, V, A, =, =. The last denotes equivalence and can
have an infix negation #. A (partial) assignment gives each
variable in (a subset of) V the value true or false. Applying
a function f to an assignment s, denoted as f(s), follows
the usual semantics. If s is a total assignment, f(s) yields
a truth value; if s is partial, f(s) results in a formula not
dependent on any variables in s. We also say f under s. Here
‘dependent’ means syntactically dependent, i.e. no variable
v in s appears in f(s). A formula f semantically depends on
a variable v if f(v) # f(—w). For a partial assignment, we
use extension to refer to an assignment that assigns more
variables and is otherwise the same. For sets of Boolean
variables U and YV, we write U,V to denote their union.
For next-state variables, we write V; to denote a copy of V,
and for symmetry we then refer to the original copy V as
V. We extend this notation to any number of transitions.

We consider hardware designs modeled as finite logical
circuits [21]. Each circuit is associated with a safety prop-
erty, and an environment constraint, encoded as Boolean
formulas over input and latch variables. A state of the sys-
tem is an assignment to inputs and latches satisfying the
constraint. The values of the latches are initialized using
their reset function and evolve according to the transition
functions. The inputs can have arbitrary values and model
non-determinism.

Definition 2.1 (Circuit). A circuit M = (I, L,R,F,P,C) is
defined as the following:

1. I: a finite ordered set of Boolean input variables.

2. L: a finite ordered set of Boolean latch variables.

3. R={ri(I,L) | Il € L}, where r;(I, L) is a reset function
associated with a latch [.

4. F = {fi(I,L) | | € L}, where fi(I,L) is a transition
function associated with a latch 1.

5. P(I, L) represents the set of good states.

6. C(I, L) encodes the set of constrained states.

Anon.
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Figure 1. An arbiter for four users.

For circuits that do not come with explicitly given con-
straints, we simply consider C(I, L) = T. In a scenario where
there are multiple constraints co, ¢y, ..., we take their con-
junction to form a single one C(I,L) = A ¢;. A circuit is said
to be safe if the property P holds in all constrained states
reachable from the original states defined by R.

When designing a certificate format, one of the key ob-
jectives is to eliminate the need for quantifiers in certificate
checking, allowing the process to fall within the co-NP com-
plexity class. For this purpose, the authors of [22] introduced
the concept of stratified reset functions, i.e., the reset func-
tions of a circuit do not have cyclic dependencies. This entails
that the formula R{L} = A;c; (I = r;(I, L)) is always satisfi-
able, which represents the set of initial states of the system.
In what follows we fix the same notation R{V} when re-
ferring to a subset of latches V C L. Similarly, for V, C Ly
and YV, C L; of the same size (i.e., |Vo| = |V1]), we write
Fo1{V} = /\ie[0,|ﬂ/|)(l{ = f1i(Iy, L)) where I’ and I! are the
i-th variable of V and V] respectively. We also write Cy [Pp]
for C(Vy)[P(Vp)] to omit the explicit reference to variables.
Verifying safety under constraints. A circuit M = (I, L, R,
F, P, C) is safe, if P holds in all states reachable under the con-
straint. A counterexample is a path sg, 51, . . ., S, from a reset
state s to a bad state s, where all s; satisfy the constraint:

Ry A /\ Fi’,’+1 A /\ Ci A =P,

ie[0,n) ie[o,n]

Example 2.2. A common problem in hardware design is to
arbitrate the usage of shared resources. In the following, we
illustrate with such an example, also described in Fig 1. Each
user i can send a request for the shared resources setting
the input signal req; and gains access from the acknowledge
signal ack;. The crucial property is that no two users get
acknowledged at the same time. The internal design of the
arbiter can become quite complex when additional proper-
ties, such as fairness, are considered. To make the model
checking task easier, the constraint C = A;,; ~(ack; A ack;)
can be used. This constraint can either be extracted by the
model checker in a preprocessing step (we later discuss in
Sec. 3), or it can be specified explicitly by the designer. In
both cases, the implementation details of the arbiter might
be abstracted away from the design.
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/\F(),l/\ @/\ Fia A @/\ Fys A /\ F34 A @/\ “P_D

1 Reset 1 Step! 6 Property

Figure 2. Assuming that a model M with a valid witness
M’ has a bad trace leads to a contradiction. Depicted are
the overlapping sets of variables and the order in which the
conditions of the witness check are used to construct the
bad trace in M and finally arrive at a contradiction.

We now give the definition of the certificate format, namely
a witness circuit.

Definition 2.3 (Certificate format). Given a circuit M, the
circuit M/, with M = (I, L,R,F,P,C),M’ = (I',L’,R’, F', P, C"),
and K = L N L’, is a witness circuit if R’ is stratified and the
following holds:

1. Reset: R{K} AC = R'{K} A C;

2. Transition: Fo1{K} A Co A C1 A Cy = F{ {K} ACj;

3. Property: (CAC') = (P’ = P);

4. Base: R'{L'} ANC' = P';

5. Step: Py A Fg ({L'} ACy ACy = Py

The five conditions above are simple SAT checks. An ad-
ditional polynomial check on M’ that R’ is stratified is also
needed. If all of them pass, M’ is a valid certificate for M that
certifies its safety property. The first three conditions refer
to both circuits and establish a simulation relation between
the two, such that if M’ is safe, M is also safe. The intuition
is that an initial state in the original circuit M corresponds
to an initial state in the witness circuit, as well as a transi-
tion. The property P’ is a strengthening of P. In such a way,
the safety of M’ implies the safety of M. In summary, a bad
trace in M corresponds to a bad trace in M’. A sketch of the
traces for both M and M’ is shown in Fig. 2. The latter two
checks (Def. 2.3.4 and Def. 2.3.5) prove P’ to be an inductive
invariant, entailing the safety of M’.

Before we formally prove that the safety of M’ certifies

the safety of M, we first show that by Def. 2.3, a reset state
in M corresponds to a reset state in M’.
Lemma 2.4. For two circuits M = (I, L,R,F, P,C) and M’ =
(I',L',R',F',P',C’) satisfying the reset check (2.3.1) and R’
stratified, any assignment to I U L satisfying R{K} A C can be
extended to satisfy R {L'} A C".

Proof. Assume the reset check passes and R’ is stratified, let
s be an arbitrary but fixed assignment satisfying R{K} A C.
The assumptions imply that s satisfies R*{K} A C’; however,
note that s does not necessarily satisfy R’{L’}. Now assume
thereisalatchl € K with r/(s) # r/(s,) where s, is the same
as s except for the value of some literal u € (I’ UL)\(I U

Conference’17, July 2017, Washington, DC, USA

L). We have [ # r/(s,) and therefore R'{K} false under s,.
However, u is not in UL and R{K} A C still evaluates to true
under s,, thus implying R’{K}, and leading to the desired
contradiction.

It follows, that for any assignment s to I U L satisfying
R{K} AC the (semantic) dependencies of the remaining reset
functions under the assignment {r/(s) | € L’\L} can be
seen as a graph with a topological sorting where the shared
variables (IUL)N (I’ UL") are the bottom. Since R’ is stratified
s can always be extended to satisfy R'{L’} by assigning in
the reverse of that order. This new assignment still satisfies
R{K} A C and thereby C’. O

We now move on to prove the correctness of the certificate
format in the following theorem. A visualization of the proof
can be found in Fig. 2.

Theorem 2.5. Given two circuits M = (I, L,R, F, P,C) and
M = (I',L',R",F',P’,C") with R" stratified. If M’ is a valid
witness circuit for M, then M is safe.

Proof. Assume, for contradiction, M is not safe, i.e., there is a
bad trace of some finite length n in the form of an assignment
to n copies of I U L satisfying:

Ro{L} ANCoyANFo1{L} AC1 A+ ACy_1 AFy_10{L} ACy A=Py,.

We show how to extend this assignment to each copy of the
literals in I’\I U L’\L that satisfies:

RAL' YACGAF AL YACI A= - ACy_y AFy ) (ALY AC, APy,

Let X’ = (I’ UL') \ (IUL). The assignment satisfies
Ry{K}ACy and by Lemma 2.4 can be extended to X satisfying
RH{L'} A C’. With that and the transition check F{ , {K} A C]
is satisfied and the assignment can be extended to X] satis-
fying F{ ;{L’} A C{ by the definition of transition functions.
Applying the same argument n times yields an assignment to
(IULUI'UL")" satistying F;,,,{L} for i € [0,n) and C; for
i € [0,n]. Lastly, the property check guarantees =P, giving
us the desired assignment. However, the base and step check
together ensure that the property P’ holds on all reachable
states of M’, thus contradicting the initial assumption that a
bad trace exists in M. O

In order for the reset and transition checks in Def. 2.3
to pass, the constraint C’ needs to hold for all possible ex-
tensions generated by the reset and transition functions. A
conservative way to check if this is the case, is to ensure
that the constraint only contains variables shared between
the two circuits. This can be a natural assumption. For stan-
dard model checking algorithms, for example IC3/PDR [7]
under constraints, the resulting certificate M’ will simply
be M' = (I,L,R, F,P’,C), where P’ is the inductive strength-
ening generated by the algorithm itself, encoding an over-
approximation of the reachable states, with the rest of the
circuit unchanged from M.
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However, for witness constructions where it is necessary
to constrain new variables in the witness circuit as well as
to allow cyclic reset definitions, the format in Def. 2.3 has to
be relaxed to include quantifiers in the checks. As a result, it
provides more flexibility in generating witness circuits.

Definition 2.6 (Quantified Reset and Transition). Given a
circuit M, the circuit M’, with M = (I,L,R, F,P,C), M’ =
(I',L’,R',F,P',C"),and X’ = (I'UL") \ (IUL), is a witness
circuit if it meets Def. 2.3, where either or both reset and
transition checks have been relaxed to:

e Reset: 3X'.R(L) AC = R'(L') A C';

e Transition:

3X|.F(Ly,Ly) ACo ACy AC) = F' (L}, L)) AC].
If Reset? is not used, R’ has to be stratified.

When the reset functions of M’ are cyclic, i.e., not strat-
ified, it is necessary to use the reset? check. Without the
quantification, it is not sufficient to prove Theorem 2.5. How-
ever, since the reset” condition directly guarantees that a
reset state in M corresponds to a reset state in M’, it is no
longer necessary to impose the stratification assumption on
resets. Even with stratified resets, it might be necessary to
use the reset” check if the reset functions of the witness
do not ensure that the constraint is fulfilled. However, in
case the quantifier-free reset check passes, certification is
successful anyways. The same goes for the transition check.
Note that if the constraint does not use any variables in X,
it is never necessary to use the relaxed versions. The rest of
the checks stay the same as in Def. 2.3. We formally prove
that this is a valid certificate in the following theorem.

Theorem 2.7. Given a circuit M and a witness circuit M’
according to Def 2.6, M is safe.

Proof. The reset® and transition® checks directly imply the
existence of a reset state, respectively a successor state. Since
the transition? check only quantifies over the next state
version of the extension variables X] the trace in M’ can
be constructed iteratively from reset to bad state. The rest
follows the same arguments as our proof for Theorem 2.5.

]

Transition systems. As an alternative to the circuit defini-
tion, symbolic transition systems are commonly used as a
form of model representation. The main difference is that
transition relations are used instead of transition functions.
We write a transition system as Mr = (L, Init, T, P) where L
is the set of Boolean state variables (same as latch variables
in a circuit): (1) Init is a formula over variables L, represent-
ing the set of initial states; (2) T(Lg, L) is a formula over
variables Ly and Ly, where L; is a copy of L and Ly = L; (3) P
represents the set of good states. Here the non-determinism
is defined by the transition relation T'(Ly, L;), whereas in a
circuit we need inputs for this. To add a given constraint

Anon.

C to a transition system M7, we can simply rewrite it to
MY,“’ = (L, Init A C, T(Lo, Ll) A C() A Cl,P A C)

We now proceed to provide an equivalent certificate for-
mat for transition systems. For a given My = (L, Init, T, P),
and My, = (L, Init’, T’,P"). Let X" = (I'UL’) \ (IUL). Then
M, is a certificate for My if it satisfies the following:

X’ .Init = Init’;
3X!.T(Lo, L) = T'(L, L))
P =P

Init’ = P’;

Py AT (Ly, L) = P;.

A

3 Certifying Constraint Mining

In addition to the explicit constraints that are given as part
of the circuit specification, constraint mining is an effective
preprocessing step that simplifies the task for a terminal
model checker. This has been discussed in the context of
both safety [8] and liveness [9] properties. In this section,
we consider the problem of certifying the hidden constraints
that have been extracted.

3.1 Model Constraints

The first type of constrained we consider are model con-
straints. Intuitively, they are those that hold in all reachable
states, similar to a safety property. It is therefore obvious
that adding them does not change the set of reachable states
in the model. In industry practice, it is common to verify
hundreds of properties for the same design, and it can be
beneficial for the verification performance to add already
proven properties as constraints [10, 13].

Definition 3.1 (Model constraint). Given a circuit M =
(I,L,R,F, P,C), the formula C(I, L) is said to be a model con-
straint if it holds in all reachable states, i.e., the following
formula is unsatisfiable for any n:

Ry A /\ Fije1 A /\ Ci A —Ch.
i€[0,n) ielo,n]

By Def. 3.1, during model checking, the extracted model
constraints can simply be appended to strengthen C to form
a new constraint C A C. A base model checker that uses for
instance IC3/PDR or k-induction can be then employed. Once
the verification process is completed, the base model checker
also provides a witness circuit. However, this witness circuit
only certifies the safety property on a smaller circuit where
the constraint holds, rather than the original model checking
problem. Next we are going to show how to construct a
witness circuit for the original circuit.

Definition 3.2 (Composing circuits). When it comes to mul-
tiple properties, it is possible that the model checker splits
the task into several subproblems. The sub-circuits that un-
dergo model checking can be segments of the original. For
acircuit M = (I L, R, F,P,C) with P = A;c(gn P!, each sub-
circuit M? with the property P’ obtains its witness circuit
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Wi = (I, L, R, F}, ', C?) that satisfies Def. 2.3 w.r.t M'. In
order to output a witness circuit for the original property
P, we can simply compose the witness circuits to obtain
w=({,L,R, F’,P’,C’) such that: .
o I' = Uscpom I's * F'=Uicfon F
o L =Uiegon L * P = Nicon 9"
® R =Uicfon R ® C" = Aiefon C
We assume here, that variables unique to the witness cir-
cuits (I'ULY) \ (IUL) are disjunct from other witness. Other-
wise, renaming is necessary. It is straightforward to see that
in this way the composed witness circuit is a valid witness
circuit for any of the original model checking problems.

Theorem 3.3. Given two circuits M® and M' with witness
circuits W° and W' as defined in Def. 2.3, composing W° and
W yields a witness W for both M® and M*.

Proof. Let M = (I,L,R,F,P,C) be a circuit with stratified

resets, with P = P® A P1. Let W° = (1%, L%, R, F°, P°, C°) and

Wl = (I', LY, R}, F1, P!, C!) be the witness circuits for M° =

(I,L,R,F,P° C) and M' = (I,L, R, F, P}, C) respectively. We

construct a composed witness circuit W = (I’, L', R, F/, P',C’)
as above. Now we show that W is a witness circuit for M.
Since W° and W! are witness circuits, R® and R! are both

stratified. The latches L°\L and L'\L are disjoint, and by

Lemma 2.4 the latches L have the lowest topological ordering,
R is stratified. By our assumption, R{K°} AC = R*{K°} AC?

and R{K'} A C = RY{K'} A C!, where K° (and K') are the

common variables of L and L (and L'). Therefore we have

R{K°UK'} = R'{K° UK} A C° A CL. Thus the reset check

passes.

Similarly, since we have Fy; {K°}ACoAC1ACy = Fg ({K"}A
C} and Fo 1 {K'} ACy ACy ACy = Fj {K'} ACY, we immedi-
ately have Fo 1 {K°UK'} ACo AC; AC) = F; {K°UK'} ACY.
Thus the transition check passes. For the property check,
we have (CAC%) = (P* = P) and (CAC') = (P! = P),
which gives us (C A C° A C!) = (P! A P° = P). The rest of
the proof follows the same logic. O

The correctness of the construction for n circuits can be
proven by iterative application of the above theorem.

3.2 Inductive Constraints

Next, we consider inductive constraints [8].

Definition 3.4 (Inductive constraint). An inductive con-
straint C(I, L) of a circuit M = (I, L, R, F, P, C) satisfies:
(1) FO,I{L} A =Cy = —Cyq; (2) -C = P.

Similar to model constraints, once the inductive constraint
is extracted from the model, it can be used to strengthen
the explicit constraint C A C. We illustrate the nature of
inductive constraints in Fig. 3. Intuitively, it is correct to
add any inductive constraint, since no bad traces can be
eliminated. Once a trace leaves C it cannot cross back, since
—=C is inductive, and no bad state can be reached since -C =

Conference’17, July 2017, Washington, DC, USA

Figure 3. An illustration of the state space for inductive con-
straints. The bad states are marked gray; and the initial state
is marked yellow. The blue region are the sates satisfying
the constraint C. Note that C is of course not a subset of =C.

P. Therefore the model checker only needs to ensure P holds
in the states that satisfy C (i.e., the area marked blue).

In the following we show something stronger: Adding an
inductive constraint does not only preserve the safety of a
model, but addition (or removal) of an inductive constraint
does not change if a property is an inductive invariant.

Note the slightly confusing naming of inductive constraints
taken from [8]; it is the negation of C that is inductive, and it
is not an inductive invariant, as it does not necessarily hold
in the reset states.

Theorem 3.5. Given a circuit M = (I, L,R, F, P,C) with in-
ductive constraint C, let M = (I, L,R,F,P,C A C). The base
and step condition hold in M, if and only if they hold in M.

Proof. Let M and C be fixed in the following. Slight rearrange-
ment of the conditions for inductive constraints give us:
él ANFy1 = éo and =P = C. The step check for M fails if an
assignment s exists that satisfies: Py A Fo1{L} ACy ACy A= P;.
Since C is an inductive constraint an s satisfies =P, the next
state version of the inductive constraint C’l also holds in s.
With that s also satisfies Cy, together giving us s satisfies:
PyAFy1{L} ACo A Co AC; ACy A =P; and thus the step check
also fails for M’.

The argument for the base check is similar, it fails in M if
an assignment b satisfies: R{L} A C A =P. Since =P holds and
C is an inductive constraint, b also satisfies R{L} ACAC A=P.
Thus the base check also fails for M’. The other direction is
trivial for both cases. ]

We further show how to produce witness circuits for mod-
els with added inductive constraints.

Definition 3.6 (Unconstrained witness circuit). Let M =
(I,L,R,F,P,CA C‘) be the circuit with an extracted inductive
constraint C. The original model M is M = (I,L,R, F, P,C).
Let P’ be an inductive invariant of M. We construct a circuit
W = (I,L,R F, P’,C) that is a witness circuit for the original
model M where P’ = -C Vv P'.

496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550



551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605

Conference’17, July 2017, Washington, DC, USA

Informally, the goal is to obtain an inductive invariant for
the original transitions, thus the witness circuit P’ makes
use of the inductive nature of ~C. We formally prove the
correctness of the construction in the following theorem.

Theorem 3.7. A valid unconstrained witness circuit correctly
certifies model checking using inductive constraints.

Proof. Let C be an inductive constraint for a circuit M =
(I, L,R, F, P, C) such that R is stratified. Then let M= (LR,
F,P,C A C) be the circuit under inductive constraints with
its inductive invariant P’. Let M’ = (I'/L’,R',F',P’,C’) be
an unconstrained witness circuit constructed as Def. 3.6. We
show in the following that M’ satisfies Def. 2.3.

Since W differs from M only in the property, the reset and
transition checks trivially hold. By Def. 3.6, P = P, and
C = P, thus P’ = P. Hence we get (CAC') = (PP = P)
therefore the property check passes.

Now we proceed to prove that P’ is an inductive invariant
in W. For the base check, let s be a satisfying assignment
to R{L} A C (If there is no such s, then the base step simply
holds.). By our assumption that P’ is an inductive invariant
of M, R{L} A C = P’ holds. Thus the base check passes.

For the step check, we need to split cases. Let sy A s1 be the
assignment (two consecutive states) to Iy U Ly U I; U L; that
satisfies the transition Fy1{Lo, L1}. We assume s, satisfies
P;. First of all, because of the disjunctive operator in P,
we consider the case where s, satisfies éo. This implies the
transition sy A s; satisfies Fo1{Lo, L1} A Co. If Cy, since P’ is
an inductive invariant in M , 51 also satisfies 13{ therefore P;.
Otherwise, we have —-él therefore P;. Secondly, we consider
the case where s, satisfies =Cy. By Def. 3.4, —C is inductive
thus s; satisfies =C; therefore P]. We conclude the inductive
check passes, and M’ is a valid witness circuit for M. O

3.3 Property Constraints

We now take a look at another class of constraints, namely
property constraints, that can be generated from a model
by a mining algorithm. Intuitively, property constraints are
implied by the property itself.

Definition 3.8 (Property constraint). A property constraint
C(I,L) of a circuit M = (I, L, R, F, P, C) satisfies: P = C.

Once they are extracted, the use of property constraints
differ from the previous two that we have mentioned. So
far, for both model constraints and inductive constraints,
they are directly appended to the explicit constraint i.e., C A
C. Property constraints, on the other hand, require to be
integrated into the transition functions.

Model checking under property constraints. Let M =
(I,L,R, F, P,C) be a given circuit with a property constraint C.
The circuit under the property constraint is M= (I,L,R, F P,

C) where: F = {f; | L e L} : forl € L, f; = ite(C(I, L), f;, 1).

Anon.

Figure 4. An illustration of property constraints. Since the
property constraints act as conditions in the transition func-
tion, outgoing transitions only take place in states that satisfy
C. There is no transition from states in —C to C.

This suggests that at every step, if the property constraint
holds in the current state, then it follows the same transition
as before, otherwise it stays in the current state. We illustrate
in Fig. 4 that adding property constraints does not change
the model checking result. In other words, if the circuit under
property constraints is proven to be safe, then this implies
the original circuit is also safe. This can be validated by a
certificate, constructed as follows.

Definition 3.9 (Witness circuit for property constraints).
Given a circuit M = (I,L,R, F, P,C) with a property con-
straint C. Let W = (f’, LA’,IQ’,}?’,IS’, é’) be a witness circuit
of M = (I,L,R, E,P, C). Then witness circuit for property
constraints W/ = (I',L’,R’, F’, P’,C’) is defined as:

e I'=IUI L =LUL

o R=RUR:F ={filleL}U{f [le("\L)}

o« P=pC =C.

The property P’ of the reduced circuit is in fact also induc-
tive when we add the removed transitions back. We prove
in the following theorem that this construction certifies the
original model checking result.

Theorem 3.10. The witness circuit for property constraints
certifies model checking using property constraints.

Proof. We omit the proofs for the simulation relation be-
tween M and W’ as well as the base check since it follows
the same logic as our proof for Theorem 3.7. Now we prove
that P’ is an inductive invariant in W’.

Let so A s; be the assignment to Iy U Ly U I; U L; that
satisfies the transition Fj,{Lj, L{} A Pj. We consider two
cases depending on if C) holds. If we assume s, satisfies
Co, P{ follows immediately since sy A s; would also satisfy
ﬁé,l{i', ﬁ;} A 1-36 In the second case where s, satisfies —|(:‘0,
we also have —-IA’O. Therefore we conclude that P’ is inductive.
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4 Extending Circuits with Oracles

At the core of certification via witness circuits lies the con-
cept of using additional inputs and latches to allow additional
behavior for which safety is easier to show. While sufficient
for most model checking techniques, requiring inductiveness
has proven difficult when certifying techniques that reason
over multiple paths in some way. One example of such a
technique is k-induction with the addition of uniqueness
constraints. Since, adding uniqueness constraints is only
valid because any potential bad state that can be reached,
can also be reached with a simple path. In this section we
extend witness circuits with oracles which allow to reason
over multiple states in the witness circuit.

Definition 4.1 (Step check with oracles). For a given circuit
M =(I,L,R,F,P,C), the circuit M’ = (I'’,0’,L’,R’,F', P’,C’)
is a witness if R” and F’ are semantically independent of O’
and it meets Def. 2.3, where the step check is relaxed to:
Step™: F AL} ACI A =P = (YO3.=Cp) V (307.Co A =Pp).

If R or F’ are dependent on O’, we need additional quan-
tifiers in the respective checks similar to Def. 2.6.

Definition 4.2 (Reset and Transition with oracles). Given
a circuit M, the circuit M’, with M = (I, L,R,F,P,C), M’ =
(I',L",R',F,P',C"),and X’ = (I' UL") \ (IUL), is a witness
circuit if it meets Def. 2.3, where the step check has been re-
laxed to Step= and either or both reset and transition checks
have been relaxed to:

e Reset?: AX'VO.R(L) AC = R'(L’) AC';

e Transition3":

3X{VO1.F(Lo, Lo) ACo AC1 ACy = F'(Ly, L]) A CY.
If Reset?” is not used, R’ has to be stratified.

Theorem 4.3. A witness circuit that satisfies the certificate
format with oracles is a valid certificate.

Proof. Since the oracles are only in the witness circuit, the
reset?Y and transition=" conditions still allow to do the con-
struction of the trace in M’ the same way as in the proof of
Theorem 2.7. The same is true if R’ or F’ are syntactically
independent of O and the quantifier-free checks are used.
What is left to show is that no bad state is reachable in M’.
We will be considering the equivalence classes induced by O
on the state space of M’, i.e., states only differing in O are
in the same equivalence class. Assume there is a bad trace
S0s - - - Sp in M’. By the reset check, all states in the equiv-
alence class of s also satisfy R’ and by the base check are
guaranteed to be good. The transition check implies that all
states in the equivalence class of sy have a transition to all
states in the equivalence class of s;, which allows us to use
the step condition to show that all states in the class of s;
are good. This argument can be applied n times to show that
all states in the equivalence class of s, are good, including
sn itself, leading to the desired contradiction. m|
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Figure 5. The state-transition diagram of a 3-bit freezable
counter. The bad states are marked gray.

4.1 Uniqueness constraints

The authors in [22] presented a method to certify k-induction,
which is one of the most common model checking tech-
niques. Other approaches have also attempted to generate
certificates for this technique [15, 16]. However, all these
approaches are limited to k-induction without uniqueness
constraints, sometimes also referred to as simple path con-
straints. For finite-state systems, k-induction is complete
under uniqueness constraints, as the value of k can increase
up to the recurrence diameter of the model.

k-induction with uniqueness constraints [19]. A prop-
erty P of a given circuit M = (I,L,R, F,P,C) is said to be
k-inductive under uniqueness constraints iff:

L Ro{L} A (Niepog-1) Fiir1{L}) = Aicox) Pi-
2. (Aierok) Fiist{LD) A (Nieqox) Pi) A uniquex = Py.
where uniquex = No<icjar (I # I;) V (L # Lj).

The first formula checks that the property holds for k
steps from the initial states. The second formula is an in-
ductive check such that if the property holds for k steps
consecutively then it also holds at the next step. Intuitively,
the uniqueness constraint ensures that, in the inductive step,
the k consecutive states are all distinct from one another.

Example 4.4. Consider in Figure 5 a 3-bit freezable ring
counter that shifts all bits to the right, with the rightmost bit
wrapping around to the leftmost position. The counter also
has the option to freeze, remaining in its current state. The
initial state is 100. The property asserts that the counter value
never exceeds 6 (i.e., 110). Due to the presence of self-loops,
the property is 3-inductive only under the uniqueness con-
straint. Without this constraint, the model checking program
will never terminate until it reaches a time-out.

To certify k-induction under uniqueness constraints, we
can construct a witness circuit as follows.

Definition 4.5 (k-witness circuit under uniqueness con-
straints). Given a circuit M = (I, L,R, F,P,C) with k € N*,
The k-witness circuit under uniqueness constraints M’ =
(I')O',L,R, F,P’,C’) is defined as:
o I'=1"U---UI* ' where I =1,0' =TI'\[;
o P' = Aicjox) P, LY, C' = Ajepox) CI', LY) where
L =Land L' = {fi(I',L}) | l € L)}.
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Figure 6. The k-witness circuit for the 3-bit freezable counter.

In the above definition, L', ..., L* ! are not latches. We
simply use the literal for the transition functions, and in
practice, they are and-gates. The latches are the same in the
original circuit as well as the k-witness circuit, however, the
k-witness circuit has more bad states, as it requires all states
reachable in k — 1 steps to be good. Note that by construction
the reset and transition functions are independent of the
oracles, thus the reset" and transition?" checks are not
necessary and the quantifier-free versions should be used.

For the ring counter from Fig. 5, considering the self-loops,
each state has two successor states. The property P’ requires
all successor states reachable within two steps to be good
states. An illustration of the witness circuit for this example
is displayed in Fig. 6.

Even though Def. 4.5 is also a valid construction for k-
induction without uniqueness constraints, it is expensive for
the certificate checker to have QBF checks. Hence in the case
where uniqueness constraints are not required, the witness
circuit construction should still follow [22].

Theorem 4.6. Given a circuit M = (I, L, R, F, P, C) with some
k € N*, and a k-witness circuit M’ = (I',L,R, F,P’,C). If M
is k-inductive, then M’ is a valid witness circuit for M.

Proof. Since L, R, F remain unchanged and C’ implies C, the
reset and transition condition hold trivially. P’ clearly implies
P, giving us the property check. For the base check we note,
that if an initial state of the witness violates P’, a bad state in
the original circuit can be reached in k steps or less. It is left
to show that if the the step check fails, the original circuit
is not k-inductive. Assume two consecutive states v’ and v’
in C’ for which the step? check fails. Let u and v be the states
in C induced by the assignment to L in ©’ and v’ respectively.
The shortest path from o to a bad state has exactly k steps,
all states are different, and all but the last state are good.
If the number of steps was less, P’ would not hold in u’,
and if it was any more, P’ would hold in v’. The other two
claims follow from the path being the shortest. Since u is
guaranteed to be different from the bad state, prepending
the path with u yields a path in C consisting of k unique
good states followed by a bad state, thus C is not k-inductive
under uniqueness constraints. O

Anon.

5 Experimental Evaluation

We implemented the proposed certificate format (Def. 2.3)
in the certificate checker CERTIFAIGER, together with the re-
laxed checks that require quantifiers. Note that in all HWMCC
benchmarks, all reset functions are stratified, as the standard
AIGER format used in the competitions only supports strati-
fied resets. We also extended the open-source k-induction-
based model checker MCAIGER [2] to generate k-witness
circuits as defined in Def. 4.5 when uniqueness constraints
are enabled. Additionally, we implement the tool AIGMERGE
that uses Def. 3.2 to compose arbitrary circuits.

CERTIFAIGER utilizes KissAT [4] for SAT checks and the
QBF solverQuABs [20] for quantified checks. All input cir-
cuits are in the AIGER 1.9 format. Each certificate check is
generated as combinatorial circuits in either AIGER (for SAT
checks) or QAIGER (for QBF checks) and is then translated
to CNF or the circuit-based QCIR format.

The goal of our first experiment is to evaluate the certifica-
tion method for composing witness circuits, which also pro-
vides insight into certifying extracted constraints. Although
we could not find an open-source model checker that imple-
ments explicit constraint extraction, the concept of model
constraints naturally arises in circuits where multiple prop-
erties are of interest. Therefore, we focus on multi-property
benchmarks that are present in HWMCC’12 and HWMCC’19.
We ran the certifying model checker Voiraig for each prop-
erty individually, which left us with one witness circuit per
property that could be proven. We then used AIGMERGE to
combine all the witness circuits for an individual model into
one. Certificate checking for such a certificate proceeds as
follows: Verify the reset, transition, base, and step condition
for the composed witness according to Def. 2.3. For each
original property run the property check. We compare the
total time of these checks, to total time it take to certifying
the original witness circuits for each property individually.
We present the results obtained in Table 1. As can be seen, di-
rectly verifying the composed witness circuit is significantly
more efficient than verifying individual witness circuits for
each property. Interestingly, the transition check appears to
be the bottleneck during the certification process,

In the second experiment, we study the effectiveness of
our certification method for k-induction under uniqueness
constraints. We selected the benchmarks that require unique-
ness constraints from HWMCC’10. Results are summarized
in Table 2. We used a timeout of 50,000 seconds for certificate
checking. Despite the QBF check creating a bottleneck in
certification performance, our certifier successfully validated
5 out of 8 instances. The QBF solver QUABs failed to com-
plete the step? checks for three instances within the time
limit, whereas for the same instances the rest of the checks
were solved in less than 10 seconds (see tsa7 in the table).
While QBF solving is generally more challenging than SAT
solving, we believe the significant performance gap is also
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‘ A (@) ‘ b U ‘ >p Up ‘ >F Ur
Mean (39) | 25411 64| 777.20 37.18 | 3623 30.77 | 66037 4.15
picorv32 (8) | 54042 201 | 3455.78 144.77 | 107.99 128.20 | 3037.94 14.89
mentor (1) | 31613 36 | 505.96 3870 | 23.40 2553 | 440.87 12.37
dspfilters (17) | 28397 49 | 12007  9.45| 29.66  7.58 | 5822 1.22
sm98 (3) 5126 2| 2517 21.35| 156 116 | 483 238
zipepu (7) 2946 2| 346  257| 149 146| 054 023
zipversa (3) | 2775 3| 592 344 | 217  213| 070 026

Table 1. The HWMCC set contains 39 multi-property benchmarks, split into 7 families, each with the same number of
properties (O). The other columns display the number of and-gates (A), total time taken in seconds for checking individual
witness circuit for a single property (%), and time taken for checking the composed witness circuit (U). Additionally, the table
presents the time taken up just by the property check for the individual witnesses (2£p) and the composed witness (Up), which
in both cases has to be done O times. As well as the transition check, which has to be done for each individual witness
(ZF) but only once for the composed witness (Ur). This is the same for every other check, but the transition check is the
most complex on this set of benchmarks. Each row presents the mean over the benchmarks in the family (number given in
parentheses). The mean over all benchmarks is presented at the top.

due to the fact that KissaT has been recently optimized for
circuit-solving tasks [5]. It is highly likely that incorporating
these optimizations into QUABs could lead to substantial
performance improvements.

tme tcert tsar kI A
bobcount 426.68 2686 240 76 3 77
eijks298 383.05 219233 9.77 138 3 225
pdtvispeterson 6.29 24935 276 59 2 700
pdtvisvending00  14.25 to 237 35 2 959
pdtvisvending02 199.05 to 203 33 2 958
pdtvisvending05 3.13 26663.62 1.70 28 2 951
pdtvisvending07 341 2211790 234 29 2 952

pdtvisvending08 117.81 to  2.07 33 2 950

Table 2. In the HWMCC’10 benchmark set, 8 additional
instances are solved with uniqueness constraints. We give the
model checking (tp1¢) and certification time (tcer;). The table
also presents the portion of the certification time taken for
the 4 SAT checks (tsa7). All times presented are in seconds.
The last three columns denote the inductive depth k, the
number of input variables I, and gates A respectively.

6 Conclusion

In this work, we present a certification method that addresses
both explicit and extracted hidden constraints. Our approach
enables the certification of extracted hidden constraints,
which we illustrate on three different classes. A key feature
of our method is the construction of a witness circuit during
the model checking process, that can be validated by an inde-
pendent certificate checker. Another of our contributions is a

certification approach for k-induction under uniqueness con-
straints. We demonstrate the effectiveness of our technique
using benchmarks from the hardware model checking com-
petition. An intriguing direction for future research lies in
optimizing the certification process, particularly by reducing
the size of the certificates.
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