Hardware Model Checking
Certification

with Certifaiger and Cerbtora

IJCAR 2026

Nils Froleyks Emily Yu




>0
>0
>0
>0

Bit Level

M = (T,L,R,F,C,P)

Logic Circuits



>0
>0
>0
>0

Bit Level

M = (T,L,R,F,C,P)

Logic Circuits



Logic Circuits

Bit Level

M = (T,L,R,F,C,P)

>1 -

>0 -

>1
>0 -




Logic Circuits

Bit Level

M=(Z,L,R,F,C,P)

L)

V

>1 -

>1 -

|
[L}k

>1 -

>1 -




Logic Circuits

M=(Z,L,R,F,C,P)



Certificate Checking

> —(O)—=0O—-0O-0
M E B model

checker \ j I I}

\
1 1




Certificate Checking

> —O—=O—0O—-0

B model
M E \ | | | |
ST T j }
%6'

Certifaiger

@




Certificate Conditions

W

=

M=(T,L,R,F,C,P) W=(T L R ,F.C P

{ Simulates }

same relevant behavior

{ Inductive )

property is self-proving




Certificate Conditions

W

=

M=(T,L,R,F,C,P) W=, L R, F,C,P)

{ Simulates }

same relevant behavior

{ Inductive )

property is self-proving

Reset

Transition

Property

R{LNL'}ANC = R{LNL}AC’
Fo i{LNL'}ANCoNCLACy = Fo {LNL'} AC}

(CAC") = (P'= P)



Certificate Conditions

W

=

M=(T,L,R,F,C,P) W=, L R ,F,C,P)

{ Simulates }

same relevant behavior

{ Inductive )

property is self-proving

Reset

Transition

Property

Base

Step

R{LNL'}ANC = R{LNL}AC’
Fo {LNL'} ANCoNCLACy = Fo{LNL'} AC}

(CAC") = (P'= P)

R{L}ANC = P

PyNFy {L'YANCyANCy = P



Reset R{LNL'}ANC = R{LNL}AC’
Transition Fo,l{L N L/} ANCogNCi A C(/) = Fé,l{L N L/} A Ci

Property (CAC') = (P'= P)

Base R{L'YNC" = P’

Step PyNFy {L'YANCyANCy = P




Reset R{LNL'}ANC = R{LNL}AC’
Transition Fo,l{L N L/} ANCogNCi A C(/) = Fé,l{L N L/} A Ci

Property (CAC') = (P'= P)

Base R{L'YNC" = P’

Step PyNFy {L'YANCyANCy = P




Vo)
ap
T ~N
© MNANOYNSHLA
% — —
Q o MO <tLN—ISHON
(e —i— — —
N (@)
M 0 N<HOWWOOANIHO0
(8] L B e D o Lo D |

oMo AN LN
i

MMOoY  TLN—ISTONO
i — —i—

model.aag
aag 10 0 3 1 7

AT OO0 O
AN AN

witness.btor2

model.btor2

1

sort bitvec
sort bitvec 3
2

O OTTTT ANOO O viv ANTO)Y v
PO NN N

NN, NnE Ped v v e + Nl
cccccCcCmH VT XC ©
O00000O+HCT T O MHMIPTUVWOUD HM
LVLLLLLULUVNHD OOV OO HMCULL OO
—AONMN<TLNON00OSO AN M ILNWON0OS N
U B B B o Do Do Do Do (RN N [

—mM
4

(OGN m M~
QU 1NN ™M AN<FLN O
> > i
+LHANANANINANN OWO N 00 n o
Hmilm N MO
D OTOCTTTOT ANNOYO O vivH oM

++ PP 0 NN
P UNNNVM VNP +
HHMHCCCCCC®H VT XO
O00O0O0O00O0O+HCO U U MHMHILPTOUM®
nunuoooLLLLLNLHLD U OV OO HMCO
—AONMN<TLINON0NS AN M <TLNLOMN00O0Y

U Do B B B e D K K o Ry




Certifaiger

O
ap
T ~
S MNANOYNISHLA
% — —
QO o MO <FNHTONN
(e —i— — —
N (@)
M 0 N<HOWWOOANIHO0
(8] L B e L D Lo D |

Mo ANt LN
i

MMOoY  TLN—ISTONO
i — —i—

model.aag
aag 10 0 3 1 7

AT OO OO0
AN AN

witness.btor2

model.btor2

©
S
o
)
=
-
(<D
<
—m
4
S)) ™M N~
VU IS ™M ANLNO—HO  ©
> > i oON
FPPANANNNNN OWO N 00 To o) o\t
e o~ —N—o ™M
0 O0TTTOTOTT MNOYO O —i NTOY i
PHPPPPO NN P o~
PPNV NP P A + N
YUMCCCcCCCmH VT X C g,
O0OO0O0O0O0O0O0+CTT T HHIPTUVOT H®
nNLLLLLULUMNAHLD O UV OO HMCULUWL OO
—HONMTLNON 00O (N MM TLNONCOOS I
e A A O N

—mM
4

(OGN m M~
QU 1NN ™M AN<FLN O
> > i
+HANANANINANN OO N 00 n o
Hmilm N MO
D OTOCTTTOT ANNOYO O vivH oM

++ PP 0 NN
P UNUNNN» NP +
HHMHCCCCCCM®H VT XO
O00O0O000O0O+HCO U U MHMHILPTOUM®
nunuoLooLLLLLNLHLD UV OV OO HMCO
—AONMN<TNON0IS AN M <TLNLOMN00O0Y

U Do B o B B e D Ko K L Ry




Tool Integration

bit /| AIGER

[ check

_.o-»o_V \ :

[ check sat ] [ check unsat ]

J / \

[ aigsim ] [ Certifaiger [ Kissat - CaDiCaL ] >[ dpr-trim - Irat-trim ]

btorsim Cerbtora Bitwuzla



Tool Integration

bit /| AIGER

[ check

_.o-»o_V \ :

[ check sat ] [ check unsat ]

J / \

[ aigsim ] [ Certifaiger [ Kissat - CaDiCaL ] >[ dpr-trim - Irat-trim ]

btorsim Cerbtora Bitwuzla \
.



Tool Integration
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Bit Blasting

! L > MOdEl s D

Jtor2 .aig \ Certifaiger
6B
\:;
Certiﬁcate / =\ (¢

.btor2 .aig - s

\ 4

-0- Commits on Nov 26, 2024

fix bitvector rotation for arg > width

da82ea7 (L) <>
i“ Froleyks committed on Nov 26, 2024

unintialized vectors produce uninitialized latches
i“ Froleyks committed on Nov 26, 2024
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Checker Tuning

1062 HWMCC'24 certificates - 1 h timeout

Configuration Verified PAR10 Max

Kissat

Certifaiger (parallel + UNSAT bias) 1059 180.77  3577.93

parallel 1056 276.35  3155.87

split 1056 277.18  2935.26

merged 1022 1530.25  2469.53

CaDiCaL

CaDiCaL 1057 189.15  1957.92

Kissat features

no-sweep 1052 412.88  3529.78

no-congruence 1027 1374.67  3484.84

no-congruence-no-sweep 992 2515.47  3321.83

UNSAT proofs

CaDiCaL + LRAT 1053 320.44  1097.20
Kissat + DRAT 974 3298.02  3528.02

Formula generation

6 ms

mean - negligible beside SAT

SAT features matter

13.9x PAR10

67 fewer certificates verified

Proof checking overhead

1.69x PAR10

CaDiCaL + LRAT / CaDiCaL



Certificate Checking

47 k-Induction Certificates
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bit-level total checking time [s]

103

Checking time

23.1% lower

1616 s word - 2103 s bit

o Prototype certifying word-level model checker

e No congruence closure or sweeping at word level



Certificate Size

47 k-Induction Certificates - .aig vs .btor2

word-level witness size [bytes]

108

107

10°

10°

10%

103

10 10° 10° 107
bit-level witness size [bytes]

108

equal size
geometric mean

10x reference

Geometric mean

5.0x smaller

native word-level witness

Word level smaller

42 [ 47

certificates are smaller



Certifaiger

AIGER - SAT BTOR2 -. SMT

5.0x smaller

| Witness size

N . E word-level - geometric mean
@ Checking time
H
23.1% less
fr Ol eyks d e word-level - all 47 certificates
CAV - DISTINGUISHED PAPER 14:50-15:05

Liveness Proofs for Hardware Model Checking Tuesday, 28 July 2026



